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network bandwidth of disaggregated storage, with a latency of less than 50 ps. Across 10 nodes StreamDedup
shows an almost linear increase in throughput with less than 60 ps of latency.
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Fig. 1. Multi-tier disaggregated storage system in the cloud with StreamDedup as a network-attached
hardware stream processor. (VM: Virtual machine).

1 Introduction

Efficient data reduction techniques, including deduplication and compression, play a crucial role in
storage systems, significantly impacting performance and longevity. Microsoft reports that ~ 50%
of the data within their primary and secondary storage systems is redundant, creating bottlenecks
in storage and network utilization, as well as negatively affecting performance [14, 43]. As a result,
efficient, high-performance, system-wide, and inline data deduplication is a crucial strategy to
identify and remove duplicate data segments.

Many existing inline deduplication efforts target individual storage nodes or SSDs [8, 10, 16, 18-
20, 24, 36, 53, 60, 66, 67]. Such an approach falls short in a disaggregated data center where compute
and storage resources operate independently and at a scale far beyond that of a single storage device
or node. In multi-tiered environments, storage front-end nodes act as intermediaries between the
compute and storage tiers, handling tasks like caching and scheduling (cf. Figure 1). Moreover, this
front-end layer may distribute duplicate requests to different storage nodes for load balancing and
fault tolerance reasons [5, 6, 15]. Thus, in-SSD or node-level deduplication solutions are unsuitable
for cluster-wide deduplication due to their lack of a global view of the entire dataset across various
storage nodes [2, 46]. Additionally, recent efforts have highlighted that data deduplication can
become compute-bound in multi-threaded CPU environments [17, 38]. To address the computational
limitations in CPU solutions, FPGAs [2, 3] and GPUs [4, 26] have been used as accelerators for heavy
computations, such as hash computation and compression, with control and table management
still handled by CPUs. These approaches incur data movement and control overhead and have
scalability issues due to the centralized table management on the CPU. However, low-latency and
high-throughput storage deduplication for large storage is not trivial as it presents the following
challenges:

(C1) High Compute Intensity. Deduplication involves computationally involved tasks, such as
hashing during the fingerprinting process to identify duplicates. While node-level or in-
SSD deduplication targets the throughput of individual SSDs, system-wide deduplication
must handle much higher throughput to a large fleet of storage servers, imposing higher
performance requirements.

(C2) High Memory Intensity. Deduplication requires heavy random memory accesses to manage
metadata of duplicated pages, typically using hash tables, which can become a system
bottleneck.

(C3) High Scalability Requirements.In a cloud context, the deduplication logic must exhibit excellent
scalability in both throughput and management capabilities. This scalability should not
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compromise low latency, ensuring the system maintains low latency overhead as it scales to
accommodate more storage servers.

Contributions. To address these challenges, we propose StreamDedup, a transparent (i.e., en-
capsulated so that it is invisible to the user) storage deduplication layer placed in the storage
front-end, implemented as a network-attached hardware stream processor. To achieve low la-
tency, StreamDedup operates along the storage I/O path, acting as a bump-in-the-wire accelerator,
avoiding unnecessary data movement across PCle. To address the compute-intensity challenge
in (C1), StreamDedup deploys multiple fingerprinting and compression engines for parallel hash
generation and page compression that sustain high system-wide throughput. The memory-intensity
bottleneck in (C2) is mitigated by dedicated hardware units for parallel, low-latency hash table
lookup. StreamDedup is the first system to deploy an in-memory hardware hash table that can be
concurrently accessed by a set of lookup engines. To accelerate the fingerprint lookup, StreamDedup
also employs a per-bucket Bloom filter to reduce the memory access. To achieve high scalability
requirements in (C3), StreamDedup is RDMA-enabled and can be distributed over many nodes. In
scaled deployments, StreamDedup builds a distributed hash table across nodes which scales its
fingerprint lookup performance and hash table size while keeping a unified view of the data. Lastly,
StreamDedup addresses the shortcomings of many storage deduplication systems in related work
that cannot handle erase requests by also implementing a complete erase flow.

Key Results. StreamDedup reaches 12.7 GB/s throughput on a single node and scales almost
linearly to 125 GB/s on 10 nodes. For write requests, StreamDedup incurs less than 50 us latency
on a single node and less than 60 ps on 10 nodes. For read/erase requests, StreamDedup shows less
than 10 ps latency on a single node and less than 16.5 ps latency on 10 nodes. StreamDedup can
efficiently deduplicate storage requests with high throughput and low latency overhead at rates
comparable to that of commercial systems deployed in the cloud like Microsoft Azure Boost [45].

2 Background

In this section, we introduce disaggregated block storage, storage deduplication, distributed hash
tables, and Bloom filters, all of which are used throughout the paper as the basis for the design.

2.1 Disaggregated Block Storage

Storage disaggregation is a widely adopted approach in cloud computing, with prominent examples
such as Google Bigtable [7], Amazon’s Elastic Block Store [5], Alibaba’s Elastic Block Storage
[15, 44], and Windows Azure Storage [6]. It separates compute servers from storage servers,
which enables independent scaling of both, enhancing cost efficiency and flexibility. In a typical
disaggregated block storage deployment, the middle-tier layer is a crucial component, consisting
of storage frontend servers handling storage I/O requests and forwarding these to the storage
servers [6, 15, 44] (cf. Figure 1). Such middle-tier servers provide maintenance services [28, 68]
such as load balancing, caching, replication, fail-over, and snapshot functionality, all critical in a
cloud storage system.

In this architecture, storage servers use block storage devices, such as SSDs, to persistently store
large volumes of data. Block storage devices store data at the granularity of fixed-size blocks (e.g., 4
KiB), which can be addressed via Logical Block Addresses (LBAs). In SSDs, a firmware component
called the Flash Translation Layer (FTL) is responsible for mapping the LBAs of incoming requests
to Physical Block Addresses (PBAs) in the flash memory. It also handles wear-leveling, bad block
management, and garbage collection, which are critical for maintaining the performance and
longevity of the flash memory of SSDs.
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Fig. 2. System architecture of existing solutions.

2.2 Storage Deduplication

In cloud environments with multi-tenant usage of the underlying storage infrastructure, a substan-
tial proportion of the data stored, such as backup copies, virtual machine images, or user files, often
contains multiple copies of the same information [14, 43]. Unlike many existing offline deduplication
approaches [34, 47, 57], which perform data reduction on secondary storage during idle times,
our work focuses on inline storage deduplication. This method aims to avoid unnecessary write
operations to flash memory by only storing duplicate pages once, thereby conserving space and
network bandwidth. Additionally, inline storage deduplication helps extend the lifespan of SSDs,
ultimately reducing the costs associated with hardware replacement. Such inline deduplication
imposes strict latency and throughput constraints, as it is on the critical path of storage I/0.

Storage deduplication can be implemented at file-level or block-level. File-level deduplication [1,
23] compares entire files and is limited to deduplicating identical files, without addressing redundant
parts of data within non-identical files. In contrast, block-level deduplication divides files into
smaller segments called blocks, which may be fixed-size or content-defined variable size. This
method is more effective for identifying redundancies, especially in large datasets with minor
variations. In our study, we use fixed-size 4 KiB blocks, in line with the block size of the SSDs and
consistent with methodologies from previous work [2, 3, 50].

The deduplication pipeline typically includes fingerprinting, hash table lookup, and management.
During fingerprinting, a hash of each block is computed to serve as a unique identifier. In our work,
we focus on strong hashing algorithms, such as SHA-3, to generate these fingerprints and minimize
the risk of hash collisions [3, 14, 62]. These fingerprints are then stored in a table to track unique
data blocks, along with metadata related to the deduplication process. Finally, data compression is
typically employed alongside data deduplication to further reduce the volume of data [2, 3], thus,
StreamDedup also includes support for data compression.

2.3 Distributed Hash Tables

A hash table is a common data structure used in the deduplication process as an index for fast
fingerprint retrieval [17, 38, 47]. Distributed Hash Tables (DHT) are a specialized data structure
designed for decentralized and efficient management of key-value pairs across a distributed set of
nodes [11, 42, 46, 69]. In a DHT, nodes are typically logically arranged in a ring, with each node
handling a specific range of the hash space. This arrangement facilitates quick resolution of the
node responsible for a given hash value, a process also known as consistent hashing.
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Each node of the DHT is aware of a part of the other nodes in the system. A routing algorithm
efficiently routes the incoming request through the network to the corresponding target node for
the hash table operation. For example, for the Chord [56] routing algorithm, each node knows the
nodes located in +1, +2, +4, ..., +2 [log, (n)] positions relative to itself, where n is the total node count.
The routing algorithm will send a given request to the largest node in this list that handles hashes
that are smaller than the given hash, known as the closest preceding. Other routing algorithms hold
nodes on both sides of the local nodes and send the hash to the nearest node in the list. In routing
algorithms like Chord, both the routing table size on each node and the request hop count m scales
with the logarithm of the total node count n (m = logn). This is crucial in cloud environments
where the latency and bandwidth costs need to be minimized.

2.4 Bloom Filters for Storage System

Bloom filters are a space-efficient data structure that tests whether an item is part of a set, trading
accuracy for space efficiency by allowing false positives but not false negatives. They are widely
used to reduce unnecessary storage access for non-existing data [7, 50] and to index key-value
pairs within storage [12, 40]. Bloom filters alone are insufficient for efficient deduplication, as they
can only determine if data definitely does not exist or might be duplicated. Moreover, basic Bloom
filters in the form of a bitmap cannot support item deletion, as resetting bits from 1 to 0 could
compromise correctness due to shared bits. To overcome this, variants such as counting Bloom
filters [35, 41, 52, 59] have been developed. These use counters instead of bits, incrementing with
insertions and decrementing with deletions. While these modifications allow for the deletion of
elements, they increase memory usage — a counting Bloom filter’s 16-bit counter per element uses
15X more memory than a basic Bloom filter.

3 Limitations of Existing Approaches & Motivation

The goal is to design low-latency, high-throughput, and scalable solutions for efficient data reduction
in disaggregated storage systems. Existing approaches, with architectures shown in Figure 2, cannot
address all of these requirements simultaneously, driving the need for new solutions.

Limitations of Acceleration within SSDs. Current deduplication strategies within SSDs either
modify firmware within the Flash Translation Layer (FTL) [8, 10, 16, 18-20, 24, 36, 53, 60, 66,
67] or use near-data processing capabilities with integrated smart-processors [13, 25, 33, 37].
However, these approaches have notable drawbacks in disaggregated storage systems. Internal SSD
deduplication can miss up to 90% of potential data reduction opportunities because duplicates are
spread across multiple SSDs [3, 46]. This distribution occurs as the data set could be too large to
be accommodated by a single node and, in multi-tiered systems, storage front-end servers may
redistribute duplicate requests to different nodes for load balancing or scheduling [28, 44, 68].

Limitations of Software Approaches. Recent efforts have highlighted that data deduplication
can become compute-bound in multi-threaded CPU environments due to heavy computations in
hashing [17, 38]. Figure 3 illustrates our analysis of running strong hashing on high-end multi-
core CPUs, revealing low scalability. In response to this computational overhead, various efforts
have explored deduplication with non-cryptographic fingerprinting techniques as a trade-off for
higher throughput [49, 61, 71]. However, these approaches often sacrifice accuracy in identifying
duplicated pages, impacting overall deduplication efficiency.

Limitations of Existing Accelerator Approaches. Recent work has investigated offloading
compute intensive task, such as page fingerprint generation, to FPGAs [2, 3] and GPUs [4, 26].
Figure 3 shows that fingerprint generation on FPGAs can provide scalable throughput. However,
these accelerator solutions introduce data movement and control overheads for the complete

ACM Trans. Reconfig. Technol. Syst., Vol. 1, No. 1, Article . Publication date: January 2026.



6 Li et al.

14 .
@ 12| Software Max Throughput: 12.8 GB/s
[ Hardware
G 10
5 8
£ 6
2 a 3.6 GB/s
° y
<
(o 2 "—/J‘/'_ 1
o

1 2 4 8 16 32 64 128
Number of CPU Threads / Number of Hash Cores

Fig. 3. Throughput of software and hardware solutions for SHA3-256 on 4 KiB pages.

«+Request Input & Output <> Fingerprint Req & Resp

<«>Compression Req & Resp <> Hash Table Lookup

CPU
Other Other
Tasks HaShATable H Tasks ] NIC
— 1T & CPU
CPU Memory ] NIC CPU Nemory .
\ e

2]

PCle "/ 1 %
Fi t [
oo " | [ace | [ace | [ ace |
(a) System architecture (b) Scale-up design

Fig. 4. Existing scale-up architecture [3] for deduplication involves complex data movement and control
overheads by the CPU (ACC: Accelerator).

data reduction pipeline due to their system architecture, which increase latency and limit overall
scalability. For instance, CIDR [3] offloads fingerprint generation and page compression to hardware
while leaving hash table management and other control logic to the CPU host, as shown in
Figure 4(a). This setup requires multiple interactions across the PCle bus, with pages copied to
the FPGA for fingerprinting and fingerprints sent back to the host for lookup. The FPGA waits
for lookup results, compresses unique pages, and returns them to the host. This design incurs
latency overhead and requires complex optimizations on both the hardware and host sides to
manage communication overhead. Moreover, scaling out processing capabilities by incorporating
more accelerators is constrained by the centralized hash table management, which requires the
host CPU and the scale-out accelerators to be on the same PCle complex, with a limited number
of slots, as shown in Figure 4(b). This centralized design can become a bottleneck when serving
requests from multiple accelerators, evidenced by evaluations supporting a maximum of only
two accelerators. The successor FIDR [2] aims to reduce data movement by enabling direct PCle
peer-to-peer communications between accelerators but still relies on centralized CPU-based hash
table management, thus continuing to face latency and scalability limitations as well as consuming
valuable CPU cycles. These approaches contrast with those adopted by cloud vendors where storage
operations are completely offloaded away from the CPU [45].
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Fig. 5. Scale-out StreamDedup architecture streamlines data paths in accelerators (ACC: Accelerator).

4 StreamDedup Design & Implementation

To address the inefficiencies of existing solutions, we propose StreamDedup. The overall goal of
StreamDedup is to achieve high-throughput, low-latency, and scalable system-wide data deduplica-
tion for a fleet of storage nodes. Figure 5 shows the overall system architecture of StreamDedup.

4.1 System Architecture

Our design is based on the following requirements/goals:

StreamDedup is a stream processor designed to manage all aspects of data deduplication. It
employs parallel engines for fingerprint generation, compression, and table lookup, all integrated in
the same fabric. StreamDedup is also carefully designed to allow highly pipelined and streamlined
processing of consecutive requests. Unlike existing approaches that rely on a CPU for hash table
management [2, 3], StreamDedup incorporates an optimized hardware-based hash table implemen-
tation with techniques like Bloom filters to enhance lookup performance. A primary advantage of
this approach is the optimization of data movement, as it eliminates redundant transfers across
PCle.

StreamDedup is scalable as a distributed accelerator to meet the demands of terabyte-scale
storage systems. By deploying multiple StreamDedup accelerators collectively, the processing
capacity for tasks such as fingerprint generation and compression can be effectively scaled out.
Furthermore, StreamDedup supports a distributed hash table architecture across nodes, which
aggregates the lookup capability and memory capacity to form a view of a larger, unified hash table
capable of managing substantial storage capacities, as shown in Figure 5(b). This distributed hash
table design leverages an RDMA stack for efficient inter-node communication and StreamDedup is
optimized to reduce the inter-node communication for low-latency distributed hash table lookups.
In contrast to existing methods of scaling processing capabilities [2, 3], StreamDedup does not
require the collection of accelerators to be confined to a single PCle root complex which limits
scalablity.

StreamDedup can be easily integrated into existing systems. Unlike in-SSD optimizations [25,
33, 37], StreamDedup does not have to be integrated directly into the underlying SSDs but is
instead positioned on the I/O path of the storage frontend layer, serving a fleet of SSD arrays.
This placement allows StreamDedup to achieve a higher deduplication ratio by having a global
view of I/O requests across backend storage nodes. Additionally, performing deduplication at
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Fig. 6. StreamDedup as a transparent deduplication layer between the compute nodes and storage nodes
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the storage frontend reduces the data volume transmitted over the network, thereby minimizing
network traffic. Besides this, StreamDedup is both RDMA-enabled and DMA-enabled, enhancing
its flexibility for integration. It can be connected to existing storage frontend servers via PCle,
taking on deduplication tasks previously handled in the request processing pipeline through DMA
transfers. Alternatively, StreamDedup can function as an in-network gateway processor, placed
prior or after existing frontend servers, directly handling requests from the network and forwarding
processed data to the next layer. This approach requires minimal modifications to the existing
infrastructure.

4.2 Transparent Deduplication Layer

With StreamDedup, we propose a transparent deduplication layer that can be seamlessly integrated
into existing systems with minimal changes to application software and storage hardware, as
shown in Figure 6. It consists of a driver running on the host compute nodes, exposing storage
APIs to applications, and a dedicated network-attached hardware logic that translates logical block
addresses (LBAs) in storage requests to deduplicated LBAs seen by the SSD. Neither the application
nor the SSD needs to be aware of the intermediary deduplication logic. This design ensures seamless
integration and adaptability within existing storage systems.

For transparency on compute and storage nodes, we use a two-level translation between host-
request LBAs and SSD LBAs. The driver on the compute nodes maintains a table mapping each
application’s LBA to its unique page identifier (fingerprint) and additional metadata. Such tables
typically already exist in distributed storage frameworks [5, 15, 44], requiring only the addition of
fingerprints. The application LBA to page fingerprint mapping is performed during read and erase
operation instead of re-calculating again. The StreamDedup hardware logic contains a hash table
which translates the page fingerprint to an SSD LBA.

Write requests, along with their data streams, are directly forwarded to StreamDedup. Within
StreamDedup, data is first chunked into fixed-size pages, followed by computing a SHA3-256 hash
for each page as their unique identifier. These fingerprints are managed in a hash table that includes
metadata like reference counts. When a page is written for the first time, it is assigned a new
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Fig. 7. Overall hardware architecture and memory layout of the StreamDedup core (LBA: Logical block
address; FSM: Finite state machine).

entry and a new LBA on the SSD. The page and its write request are then sent to the SSD, and
the fingerprint is sent back to the driver to update the mapping table. If a page already exists, we
simply update its reference count and avoid sending anything to the SSD.

For read and erase requests, LBAs are translated into page fingerprints by the driver. These
fingerprints are sent to the FPGA as part of the request and forwarded to the hash table engine
for lookup. Read requests do not change the metadata stored in the hash table and are always
forwarded to the SSD to retrieve the page content. For erase requests, the hash table decreases the
reference count by one. If the reference count drops to zero, indicating no host references, an erase
request is sent to the SSD, facilitating in-line garbage collection.

4.3 StreamDedup Hardware Architecture

We prototype our design on FPGAs and utilize Coyote [31, 51] as the shell! to facilitate both
DMA and RDMA accesses. The StreamDedup core is dedicated exclusively to deduplication tasks,
managing all aspects of the process including data chunking, fingerprinting, compression, metadata
management, address translation, and garbage collection. The StreamDedup core can interact with
either the local host CPU via DMA or remote nodes through RDMA for request injection and
result output, depending on the configuration. Additionally, it supports distributed data dedupli-
cation through direct inter-accelerator network communication. Figure 7 illustrates the overall
hardware architecture of StreamDedup. In the following sections, we will explore all aspects of the
StreamDedup hardware architecture in detail.

4.3.1 Fingerprint and Compression Engines. There are several major components in the StreamD-
edup core. The supporters are a group of hardware components, including a decoder, arbiters,
and request slicing logic. The supporters decode and split the incoming request streams and slice
the incoming requests into requests on single pages. The prototype supports the most common
commands, i.e., read, write, and erase. Different commands are forwarded to different pipelines
and processed in parallel. The write pages are forwarded to the fingerprint engine, which is a set
(64%) of SHA3-256 cores [54] deployed in parallel to saturate the throughput of the host or network
to make sure the pipeline is not compute-bound. After deduplication, the unique pages are then
compressed with a set (6X) of GZip compression cores [65]. A single compression core has a 64 bit
wide interface and can sustain 2 GB/s throughput in theory. To make the compression cores work
with the rest of the pipeline which is 512 bit wide, we deploy 6 cores in parallel with FIFOs before

1An FPGA shell is a set of infrastructure components in hardware providing basic memory and networking abstractions.
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and after to convert the interface width and an arbiter that distributes unique pages round robin
over the compression cores and collects them in the same order to be forwarded to the DMA /
RDMA arbiter. We configured the GZip cores to work on static 4 KiB windows matched to the page
size that StreamDedup works on.

4.3.2  Hash Table Engine. Unlike many existing works that only accelerate fingerprint generation
and compression [2-4], StreamDedup also incorporates a hardware-based hash table engine, crucial
for minimizing unnecessary data movement across the PCle link. The hash table engine handles
parallel fingerprint lookups and metadata management for various storage requests, including read,
write, and erase operations. The StreamDedup hash table is structured as an array of buckets, each
linked to a list of entries stored in off-chip memory. Figure 7 illustrates the hash table engine’s
architecture, which features multiple lookup Finite State Machines (FSMs), a memory manager, and
lock tables. Additionally, to mitigate the inefficiencies of potentially lengthy linked lists in nearly
full hash table buckets, StreamDedup uses a per-bucket Bloom filter to decrease the number of
random memory accesses.

Concurrent Lookups with FSMs. Multiple lookup FSMs (the number of FSMs is configurable
at compile time) are deployed to handle several lookup requests concurrently, ensuring that the
pipeline is not constrained by hash table lookup delays. Each FSM processes one lookup request
at a time. Initially, the FSM retrieves the corresponding bucket metadata from off-chip memory
and then fetches entries from the linked list while tracking the lookup status. We use the least
significant bits of the page fingerprints to determine the bucket index. Each entry, which includes
the fingerprint, reference count, and SSD LBA, is padded to 512 bits to match the cache line size
in off-chip memory. For existing pages, the FSM adjusts the reference counter in the entry and
updates the bucket metadata based on the provided instruction. When a new page is added or the
reference counter reaches zero, the FSM will either insert or delete the entry in the linked list. The
FSM then returns the lookup results.

Reduce Lookup with Bloom Filter. StreamDedup’s hash table design optimizes performance by
reducing lookup operations while minimizing memory and hardware costs.

A Bloom filter allows us to bypass linked list lookups when inserting new pages in the average
case as a fast path. However, maintaining a Bloom filter for the entire hash table requires extra
memory accesses which may lower system performance and standard implementations do not
support deletions. Our approach to solve these challenges involves using a per-bucket Bloom filter
design with enhanced mechanisms for managing false positives and deletions. Our system employs
a 32-bit Bloom filter for each bucket, utilizing three 5-bit hash values derived from the first 15 bits
of the fingerprint value. This per-bucket Bloom filter is stored together with the linked list’s head
pointer in each bucket. This allows the Bloom filter to be transferred together with the bucket’s
metadata during the hash table lookup process without incurring extra memory access.

When serving requests, if the Bloom filter suggests a page might be present, we perform a linked
list lookup. If this results in a false positive, where the page is not found in the list, we reconstruct
the Bloom filter. To handle this, our system includes a false positive detection mechanism and
prepares a spare Bloom filter during the lookup process. This spare is rebuilt during each linked list
lookup and swapped with the original if a false positive is detected. Crucially, this reconstruction
occurs in parallel with other operations, ensuring it does not affect overall system performance.
Lock Table. To ensure the correctness of parallel FSM execution, StreamDedup employs a lock
table that implements two-phase locking (2PL) for FSM lookup requests. The hardware architecture
of the lock table is illustrated in Figure 8. In the linked list lookup scenario, this locking mechanism
effectively grants an exclusive lock on an entire bucket for the duration of the lookup process. The
FSMs only need to acquire and release the lock once per request. To minimize communication
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Fig. 8. Lock table architecture (FSM: Finite state machine; AXI: Advanced eXtensible Interface).

overhead between lock acquisition and release, there are no responses from the lock manager back
to the FSM. When a request is received, the lock manager determines if the lock can be granted. If
another FSM is currently using the bucket, the incoming request is placed in a parking queue. The
lock manager then checks each cycle if the request at the top of the parking queue can be served.
Once the lock acquire request is fulfilled, the corresponding entry of each FSM in the lock table
is set to record the bucket ID and a flag to indicate that the FSM is holding an active lock. Lock
releases are always processed immediately by clearing the corresponding flag in the lock table.
The “switch boxes” (indicated by green boxes in Figure 8) between the FSMs and the memory
interface permit transactions only when the corresponding FSM holds an active lock. In this design,
FSMs notify the lock table when they decide to acquire or release a lock, and the lock table directly
controls the FSM’s access to external connections to ensure operational correctness.
Memory Manager. To efficiently manage memory space for hash table entries, we deploy a Memory
Manager that functions similarly to malloc and free operations. This system initially stores all
empty bucket entry indices in off-chip memory and uses an on-chip buffer as a cache. During an
operation, indices are accessed from the on-chip buffer. If the on-chip buffer cannot accommodate
further requests to allocate or free up a bucket entry, the Memory Manager then accesses reserved
off-chip memory for additional storage or retrieval needs. To optimize performance and mask the
latency of accessing off-chip memory, indices are routinely prefetched and stored in the on-chip
buffer. StreamDedup maintains a 32-bit index per 512-bit hash table entry. This means the memory
manager reserves 6% of the total off-chip memory to store the empty indices. The top 6.25% is used
for free indices and hash table metadata (head pointer and Bloom filter), the rest 92.75% of the
memory is used to store the hash table entries. For an FPGA with 16 GB memory, 1 GB is used for
table-level metadata, and the remaining 15 GB are used to store the hash table entries. In this case,
each FPGA can manage metadata for 960 GB of unique pages.

4.3.3 Distributed StreamDedup. StreamDedup aims to enhance scalability in terms of processing
capabilities for fingerprint generation and compression, concurrent hash table lookups, and the
overall size of manageable storage. While scaling the processing capabilities is straightforward
by deploying concurrent accelerators and distributing requests among them, scaling hash table
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Fig. 9. Routing table architecture.

management consistently across nodes requires a more sophisticated approach. Hence, StreamD-
edup employs a distributed hash table where the memory space of each node is pooled to form a
comprehensive global hash table, enabling efficient local and remote lookups as necessary.

In this setup, when the StreamDedup core receives storage requests, such as write operations,
these are processed by the fingerprint engine. Depending on the outcome, StreamDedup determines
whether a local or remote lookup is required using a routing table. For remote lookups, StreamDedup
leverages an on-chip hardware network stack to facilitate direct connectivity with remote nodes.
Critically, instead of transmitting full requests and page data to remote nodes, StreamDedup sends
only essential metadata via an remote procedure call (RPC) to trigger a finite state machine at
the receiving remote node. This remote node then performs the necessary hash table lookups
and updates, subsequently sending back only the updated information. This design reduces data
movement which significantly reducing the overhead associated with remote operations.
Routing Table. The routing table is used to find the next node to forward the incoming requests
and lookup results both local and from the network. The simplest routing scheme is that each node
knows all other nodes and the lookup requests and responses are transferred directly to the target
node without intermediate hops. This all-to-all routing scheme reduces the remote lookup latency
and network bandwidth usage but poses a significant challenge to meet timing in the placement
and routing process when the system scales. The routing table scales linearly to the node count.

As a result, our routing table is designed to be able to handle various advanced routing schemes
depending on the users’ configuration (Figure 9). In the routing process, we use 16 bits of the SHA3
hash value to decide which node to go to. Each node holds a range in this 16-bit hash, and its
routing table stores the node index and the hash value range of itself and a series of remote nodes.

The hash table lookup requests are sent to the routing table to decide where the lookup should be
performed. The local requests are first prepended with their source node ID, and then the routing
logic decides if the hash value is held by one of the known nodes. If no known nodes have that
hash value, the next node will be chosen from the intermediate hop selection logic. By setting the
routingMode register, the intermediate hop is chosen from the node holding the hash range nearest
to the target or the closest preceding node. For example, Chord routing is realized by setting the
routingMode to high and filling the routing table content by the fingerprint table of each node. To
utilize the bidirectional RDMA communication between nodes enabled, we employ a modified
version of the Chord algorithm where each node knows nodes located at +1, +2, +4, ..., +2 [log, (n/2) | ,
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where n is the total node count. The intermediate hop is the nearest node to the target hash (setting
the routingMode to low).

The request is forwarded to the remote node’s routing table and forwarded to the next node
until one node finds that the request should be processed locally. The lookup requests are then
sent to the hash table engine to process, and the results are sent back to the routing table with a
destination node field that indicates which node to send the response to. This destination node of a
response is the same as the source node of a lookup request. The routing table then uses the same
strategy on the node index to route the response back. Requests and responses are processed in
parallel to maximize throughput and minimize latency.

Concurrent In-flight Remote Lookup. The central part of the StreamDedup in-flight controller
is the ring buffer. The requests processed by supporters and SHA3 values from the fingerprint
engine are pushed into a ring buffer where they wait for routing and hash table lookup.

As requests are executed in an out-of-order manner, the in-flight controller uses each request’s
address in the buffer as the unique identifier and keeps it in an extended field called tag throughout
the whole routing and lookup process. The logic in the in-flight controller tracks the execution
status of all requests in the buffer simultaneously and makes sure the requests are retired in order
after the lookup response is written back to the ring buffer. This greatly simplifies the design and
debug process since, viewing from outside of the ring buffer, the requests are processed as if the
look-ups in the hash table were sequential.

Network Stack. StreamDedup employs an open source RoCE v2-compatible RDMA stack [21]
to enable direct network connectivity to the accelerators at 100 Gbps network rate. It supports
standard RDMA verbs such as one-sided operations like WRITE and two-sided operations like SEND.

In the default configuration, the RDMA stack is directly connected to the memory management
logic, enabling direct access to off-chip memory locations. We modified this setup so that the
StreamDedup core acts as a bump-in-the-wire engine between the memory management logic
and the RDMA stack. On the active side, the StreamDedup core issues RDMA commands and
prepares the data. On the passive side, it intercepts RDMA network data for further processing. For
inter-accelerator network load, we use the two-sided SEND.

4.4 StreamDedup Software Stack

The StreamDedup software stack uses a lightweight driver that allows the CPU to issue I/O requests
to local and remote FPGAs. The driver maintains an in-memory, per-application LBA-to-fingerprint
mapping table. This mapping table optionally also stores metadata such as the compressed size of
each page, based on information returned by the FPGA. For each I/O request, the driver translates
the request into the format expected by the StreamDedup accelerator. During write operations, the
FPGA computes the fingerprint and returns it to the driver, which then updates the mapping table.
For read and erase operations, the driver retrieves the corresponding fingerprint from its mapping
table and includes it in the request sent to the FPGA. Requests to a locally-attached accelerator
are dispatched via DMA, while requests targeting remote accelerators are transmitted over RDMA
to leverage direct network access. Once a request arrives at the accelerator, all data processing is
executed entirely within the FPGA. The CPU is not involved in the critical path of the deduplication
pipeline. This ensures efficient offloading of deduplication operations to StreamDedup, enabling
sustained high-throughput and low-latency data processing across both local and distributed
environments.

4.5 Discussion: Durability and Recovery

While the current prototype focuses on performance and scalability, durability and recovery
mechanisms can be added using established practices in DHT systems. The critical in-memory
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data in StreamDedup consists of the driver’s LBA-to-fingerprint mappings on the host side and the
hash table entries containing reference counts and SSD LBAs on the FPGA. To ensure durability,
both components could employ periodic checkpointing and lightweight logging. The driver would
periodically persist its mapping table to local non-volatile storage, while the FPGA asynchronously
exports snapshots of its hash table metadata to a durable backend using DMA or RDMA. In the
event of a failure, recovery begins by restoring the latest checkpoint of both the host and FPGA state,
followed by replaying uncommitted I/O records to reach a consistent state. The ordering guarantees
required are similar to those in write-ahead logging systems: fingerprint insertions and reference
count updates in the FPGA must be durably recorded before the corresponding LBA-to-fingerprint
translation is acknowledged to the host driver. For distributed deployments, consistency among
nodes can be maintained through lightweight replication of bucket metadata or per-range logs
across neighboring nodes, as commonly done in DHT-based systems. These mechanisms provide
a practical path to extend StreamDedup with durable metadata and crash-consistent recovery
without compromising its low-latency, stream-oriented design.

5 Evaluation

We evaluate StreamDedup performance on a single node, scalability to a cluster of FPGAs, and for
real world traces.

Testbed Setup. We run our experiment on a heterogeneous cluster comprising a mix of AMD EPYC
CPUs and Alveo U55C FPGAs. Each node contains one CPU and one FPGA connected through PCle,
and all the devices in the cluster are interconnected through a 100 Gbps Cisco Nexus 9336C-FX2
network switch. In the scalability test, we evaluate our design across 10 U55C FPGAs. StreamDedup
is deployed with 64 fingerprint cores, 6 compression cores, and 8 lookup FSMs, and is clocked at
200 MHz, unless otherwise specified. The design is synthesized with Vivado 2022.1 in ~4 hours.

CPU (Software) Baseline. For the CPU baseline, we adopt the open-source deduplication software
implementation dm-dedup [58] and further optimize it to serve as our CPU baseline. This dm-dedup
baseline is the same as that adopted in related work on deduplication with accelerators [2, 3]. The
CPU baseline uses a multi-threaded SHA3-256 fingerprint implemented by OpenSSL [48] and a
multi-threaded GZip compression algorithm implemented by zlib [39]. The hash table is adapted to
user space and keeps the same configuration as dm-dedup and a 10% space overprovision is used to
achieve better lookup performance. The number of threads is decided by a grid search to maximize
throughput. 32 threads are used for both fingerprint generation and compression in the baseline,
and 64 threads for fingerprint generation in the deduplication-only baseline.

Accelerator (Hardware) Baseline. For the FPGA baseline, we adopt CIDR [3], which has a system
architecture demonstrated in Figure 4. The CIDR code is not open-source, and we are thus only able
to extract throughput for write operations from the paper, while other performance metrics are
either not provided or only given as a range. For latency and other metric comparisons, we simulate
their performance by maintaining hash table management in the software dm-dedup and offloading
only the fingerprint generation and compression to hardware. Our simulated performance, e.g.,
latency, falls within the range described in their paper.

Workloads. We use synthetic workloads to evaluate our system’s throughput and latency. Each
workload consists of random requests of the same type (write/erase/read) on all FPGA nodes. We
use 32, 768 buckets on each FPGA in the experiment, and all nodes start execution at the same time
after they sync with each other. Throughput is obtained by measuring the time used to process
16, 384 pages on each node, and latency is obtained by measuring the average time used to process
16 pages on each node. Our synthetic workloads are summarized here:
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o Write only with various duplication ratios: All requests are write requests. Some are randomly
chosen from the pages that already exist in the hash table, and some are new pages, depending
on the duplication ratio.

e Erase only, all GC: Pages are randomly erased from the hash table. All pages have a reference
count of 1, and are garbage collected (GC) after the erase command.

e Erase only, no GC: Pages are randomly erased from the hash table. All pages have a reference
count of 2, thus only the reference counter is decremented without sending the erase command
to the storage.

® Read only: Pages are randomly read from hash table.

Evaluation Methodology. Our evaluation focuses on assessing the latency, throughput, and
scalability of our design. Additionally, we assess the performance impact of each component, such
as deduplication and compression, on our system and baseline systems. We begin with a single-node
evaluation of deduplication alone, where the StreamDedup is configured without the compression
cores, followed by an assessment that includes both deduplication and compression. For latency,
we measure the additional delay introduced by the StreamDedup accelerators along the storage I/O
path. For throughput, we assess the maximum achievable throughput of StreamDedup, assuming
that the targeted SSD arrays provide sufficient aggregated bandwidth.

Subsequently, we evaluate our design in a distributed setup. For this, we employ the StreamDedup
DMA engine for request injection and output, while using the StreamDedup RDMA stack exclusively
for inter-accelerator communication. Such a setting is primarily due to the fact that the FPGA
RDMA stack we use can only interoperate with another FPGA RDMA stack, not with commodity
NICs. Conducting a fully network-based experiment would require allocating multiple FPGAs
solely as load generators thus limiting the scale we could test in the distributed setting. To simulate
network bandwidth, we multiplex DMA and RDMA streams and cap the combined throughput at
12.8 GB/s (512-bit data width at 200 MHz), closely matching the 100 Gbps network throughput.

5.1 Deduplication Evaluation

We first evaluate the performance of single-node deduplication under different configurations and
workloads.

Throughput. StreamDedup achieves higher throughput for all the workloads when comparing to
the CPU baseline due to the parallel and highly pipelined processing of fingerprint and hash table
lookup in hardware (cf. Figure 10(a)). For write requests, StreamDedup achieves a throughput of 12.7
GB/s when the hash table is half full, or the duplication ratio is high. This high throughput aligns
with our expectations, as the fingerprint engine and hash table engine are specifically designed to
match the network bandwidth (100 Gbps) and the DMA engine capacity (12.8 GB/s). In contrast,
erase and read requests demonstrate higher throughput in terms of pages processed per second.
For erase and read requests, only the hash values (SHA3) need to be transferred to StreamDedup,
simplifying the data handling process. Among these, read requests exhibit the highest throughput
due to fewer memory accesses required; the lookup FSM does not need to write back any modified
hash table elements to memory. Meanwhile, erase requests see slightly higher throughput under
all GC conditions compared to no GC workloads because the hash table size reduces after garbage
collection, resulting in shorter linked lists for lookups and thus faster processing.

Latency. On the latency side, our system achieves less than 25 s latency for write workloads.
This represents a significant reduction compared to the CPU baseline(64x faster), as shown in
Figure 10(b). This improvement is primarily due to the low-latency SHA3 computations performed
in hardware, which only require 15.5 ps for a single SHA3 computation. Additionally, hardware
allows for efficient and steady multiplexing of input requests across the fingerprinting engines. The
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Fig. 10. Single-node deduplication performance metrics (hash table half full; GC: Garbage collection).

software implementation incurs additional overhead due to context switching in multi-threaded
SHA3 computations.

For erase and read workloads, both StreamDedup and the CPU baseline achieve less than
10 ps latency, as these tasks primarily involve hash table access and updates. Despite similar
performance in these operations, it is noteworthy that StreamDedup maintains comparable latency
while operating at a much lower clock frequency than the CPU.

Hash Table Fullness. Figure 11 shows the write throughput when the hash table is almost full®.
Comparing this with the write throughput shown in Figure 10(a), we observe that the CPU baseline
performance drops significantly when the hash table is almost full, whereas our system still achieves
a high throughput of more than 10 GB/s when the hash table is fully occupied and all incoming
pages are new (no duplication).

The CPU baseline uses open addressing with linear probing to resolve the hash collisions. This
leads to poor insertion performance for new values when the hash table operates near the maximum
capacity (even with 10% overprovision) because the probe distance becomes longer and longer. To
deliver more consistent performance across different conditions, StreamDedup uses chaining to
resolve collisions. The bucket count in StreamDedup’s Hash Table Engine is determined by the
user-defined parameters, including the total managed space size and average linked list length per
bucket, which is 8 by default. The worst-case lookup time can thus be controlled and StreamDedup’s
worst-case throughput is similar to its max throughput even without the Bloom filter.

2Full means > 99% of total capacity is occupied. For write workloads with new pages, the hash table is > 99% full after
execution.
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Fig. 11. Single node deduplication throughput vs. Hash Table Engine configuration when the hash table is
full (FSM: Finite state machine).

Bloom Filter. To demonstrate the effectiveness of our Bloom filter in identifying new pages and
enhancing throughput for write requests, we test different Hash Table Engine configurations for
three workloads on a single node (Figure 11).

All configurations achieve a throughput of 12.7 GB/s when all write requests involve duplicated
pages. However, as the proportion of new pages in incoming requests increases, more requests
proceed to the end of the linked list during the hash table lookup, affecting throughput. For example,
the throughput of a configuration with 6 lookup FSMs but without a Bloom filter begins to decline
when half of the pages are new, eventually dropping to 10.6 GB/s when there is no duplication
among incoming requests.

With the help of the Bloom filter, throughput degradation can be mitigated by 10.5X in the worst
case and eliminated when less than half of the pages are new. This allows a configuration with 6
lookup FSMs and a Bloom filter to achieve similar throughput as configurations with 8 FSMs. This
demonstrates that the Bloom filter design can effectively reduce the need for more FSMs in the
Hash Table Engine.

5.2 End-to-end Evaluation

In the following, we evaluate the performance of the end-to-end pipeline including deduplication
and compression.

Throughput. Figure 12(a) compares the throughput for write workloads with 80% and 50% dupli-
cation ratios among StreamDedup, the CPU baseline, and the hardware baseline. The duplication
ratio affects the necessary compression throughput to maintain line-rate, as only non-duplicate
pages require compression. Our StreamDedup design achieves stable line-rate throughput in all
scenarios, supported by adequate fingerprint and compression engines. Specifically, our deploy-
ment of compression cores delivers a total throughput of 11.15 GB/s, preventing any bottleneck in
compression.

In contrast, the CPU baseline suffers performance degradation when compression is enabled due
to low CPU compression performance and resource contention from multi-threaded processing of
fingerprinting and compression tasks. The hardware baseline is limited by its hybrid design, which
requires hash table lookups on the CPU and incurs control overhead across PCle. Additionally, it
needs significant on-chip buffering to manage in-flight fingerprint generation while awaiting hash
table lookup results. This buffering restricts the number of fingerprint and compression engines
due to limited on-chip memory resources, thus constraining throughput.
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Fig. 12. Latency and throughput of the overall data reduction pipeline with deduplication and compression.

Latency. Figure 12(b) compares the overall latency of write operations between StreamDedup
and the baselines. We observe that hardware solutions significantly outperform the CPU baseline,
with StreamDedup achieving even lower latency than the hardware baseline. The latency for the
hardware baseline is extracted from the paper [3]. This breakdown reveals that the hardware
baseline suffers from high latency due to control and hash table lookup processes. A notable cause
of increased CPU latency in the hardware baseline is the need for additional optimizations, such as
a unique block predictor and opportunistic batching in the CPU software. These techniques, while
improving throughput, consume CPU cycles and thus contribute to higher overall latency.

5.3 Scalability

To examine the scalability of StreamDedup, we deploy it on up to 10 nodes and measure the
corresponding throughput (Figure 13(a)) and latency (Figure 13(b)).

Throughput. The aggregated throughput of our system scales nearly linearly with increased
node count. With 10 nodes, the throughput reaches approximately the theoretical maximum of
125 GB/s. We are able to achieve this due to the combined processing power of the fingerprint
engine, compression engine, and hash table engine distributed across multiple nodes. As illustrated
in Figure 13(a), the scalability of the hardware baseline is significantly more restricted (only 2 nodes
in experiments). Its scalability is limited by the centralized hash table management, requiring all
accelerators to be connected to a single PCle switch root complex.

Latency. StreamDedup shows logarithmic latency scaling with node count. In a 10-node setup,
the latency for write requests is smaller than 60 ps, and the latency for erase and read requests is
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Fig. 14. Inter-accelerator network bandwidth utilization for write operation.

smaller than 16.5 ps. In multi-node cases, the main factor that affects the latency is the network
transmission time which scales with the worst-case hop count. In our routing scheme, this scales
as the logarithmic of the total node count.
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Fig. 15. Real world trace performance.

Network Bandwidth Utilization. The network bandwidth utilized for StreamDedup inter-
accelerator communication is minimal, consuming only about 2% of the maximum theoretical
network bandwidth of 10 nodes (Figure 14). This efficiency is due to transmitting only a small
amount of metadata for remote hash table lookups, without moving the entire requests, including
the page itself, through the network.

5.4 Real World Traces

To show StreamDedup performance under a realistic workload, we replay three real world traces
that were collected by Florida International University (FIU) [29, 30]. The traces represent the
storage I/O of their mail, web, and homes environments over a period of 21 days. Figure 15 shows
the performance in thousands of I/O operations (kIOPS) on a logarithmical scale for the software
baseline and 1 to 10 nodes running StreamDedup. Each trace is striped over the available nodes
until the hash table is full. Since the traces don’t capture the environments state at its starting
point, reads to pages in the traces that do not have a recorded write in the trace exist. Therefore,
we prepare the hash table by initializing these pages before executing the benchmark.

For the software baseline, the performance for the mail and web traces behaves similarly but the
system achieves ~ 50% higher throughput for the homes trace. This is because homes pages are
512 Bytes instead of 4 KiB (for mail and web) in size. Thus, the 64 threads used for hashing need
to move and process less data. For StreamDedup, we observe linear performance scaling for all
three traces. However, we do not observe the same performance improvement as with the software
baseline for the homes trace because hashing is not the bottleneck of the system.

5.5 Resource Utilization

The resource utilization of StreamDedup Core is around 40% (cf. Table 1), leaving enough space
for other functionality or cope with more network/host bandwidth. The fingerprint engine and
compression engine take up more than 90% of the cores resources as they consist of SHA3 and
GZip core groups to saturate the input bandwidth.

5.6 Discussion

The primary benefits of StreamDedup manifest in both throughput and bandwidth efficiency rather
than just microsecond-level latency. Our single-node prototype sustains line-rate throughput at
12.8 GB/s (512-bit per clock cycle at 200 MHz) and achieves an average end-to-end latency of ~12 ps
per write request, which is substantially below typical SSD access latencies of 80-100 ps. Hence,
StreamDedup does not limit storage access. Instead, it preserves microsecond-level responsiveness
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Table 1. Resource utilization on one Alveo U55C FPGA.

Unit LUTs Registers BRAM
Overall 720.4K (55.2%) 1229K (47.1%) 1255 (62.2%)
RDMA 62.08K (4.76%) 143.9K (5.52%) 48 (2.36%)
StreamDedup 525.2K (40.3%) 848.6K (32.6%) 1022 (50.7%)
Fingerprint (64x SHA3) 296.2K (22.7%) 585.8K (22.5%) 192 (9.52%)
In-Flight Controller 516 (0.04%) 565 (0.02%) 9 (0.45%)
Routing Table 6346 (0.49%) 5344 (0.20%) 0 (0.00%)
HT (6x FSM w/ BF) 13.09K (1.00%)  25.57K (0.98%) 1 (0.05%)

Compression (6x GZip) 204.0K (15.6%) 217.8K (8.35%) 732 (36.3%)
LUTs: Look-up tables; BRAM: Block RAM; HT: Hash table; FSM: Finite state machine

while reducing data movement over PCle and the network through in-line duplicate detection and
compression. The resulting bandwidth savings improve effective link utilization across compute
and storage tiers and enable near-constant throughput across duplication ratios, with latency
dominated by the device and interconnect rather than the deduplication logic.

Across workloads, throughput remains near line-rate under high duplication ratios and degrades
gracefully as the fraction of new pages grows. This stability arises from bounded linked-list
lengths and per-bucket Bloom filters, which mitigate collision-induced stalls. In multi-node setups,
latency scales logarithmically with node count, primarily reflecting network hop delays, while
inter-accelerator traffic remains metadata-bound, consuming only about 2% of available bandwidth.

Although evaluated in an in-network configuration, StreamDedup’s architecture generalizes to
multiple deployment models. A CPU-only system offers software flexibility but suffers from limited
throughput and high overheads. A PCle-attached accelerator places deduplication logic inline on the
host I/O path, providing a balance between performance and integration cost, while a PCle peer-to-
peer model allows direct data exchange with SSDs or NICs, eliminating unnecessary CPU mediation.
The in-network model used in this work extends these concepts to the cluster level, enabling
global deduplication visibility across storage nodes and minimizing host-side data transfers. These
configurations form a spectrum between flexibility and efficiency, and StreamDedup’s modular
interface permits deployment under any of them with minimal modification.

6 Related Work

Storage deduplication has been extensively studied [27, 63]. There are three main directions for
storage deduplication inside SSDs, with CPUs, and with accelerators.

Deduplication in SSDs. Various deduplication techniques have been explored within the SSD
internal structure. One approach is modifying the firmware within the Flash Translation Layer
(FTL) of SSDs which has been thoroughly explored by related work [8, 10, 16, 18-20, 24, 36, 53, 60,
66, 67]. For example, Remap-SSD [70] proposes to remap the duplicated write addresses to existing
entries in the address table within the FTL firmware and augment existing SSDs with a small
component of non-volatile RAM to solve the data consistency challenges introduced by remapping
addresses. More recently, SmartSSDs emerged as conventional SSDs integrated with a low-power
processor or FPGA integrated into the existing FTL components to provide near-data processing
capabilities [13, 25, 33, 37]. Thus another approach is, to configure the embedded FPGA as an
accelerator for hash computation and, together with the embedded core, provide deduplication
functionality [9]. However, these techniques working on the storage device itself are limited to
intra-SSD deduplication and cannot achieve cluster-wide deduplication across multiple storage
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devices. Notably, the approaches in Remap-SSD and SmartSSDs require fundamentally different
hardware, necessitating a costly update of the entire storage backend.

Deduplication with CPUs. There is extensive related work on storage deduplication with CPUs
[55, 58, 64]. Recent studies have indicated that data deduplication is compute-bound in multi-
threaded CPU environments [17, 38]. To address this computational challenge, several approaches
have investigated the use of non-cryptographic fingerprinting techniques for deduplication as a
compromise to achieve higher throughput [49, 61, 71]. Nevertheless, these methods reduce the
accuracy in detecting duplicated pages, negatively affecting overall deduplication efficiency. They
also consume valuable CPU cycles and might induce unnecessary data copying, making them less
competitive in practice.

Deduplication with Accelerators. CIDR [3] is a storage deduplication system that offloads fin-
gerprint generation and page compression to an FPGA while retaining hash table management and
other control logic with the CPU host. This configuration necessitates multiple interactions across
the PCle bus. Pages are transferred to the FPGA for fingerprinting, and the resulting fingerprints
are sent back to the host for lookup. The FPGA waits for lookup results, compresses only the unique
pages, and sends them back to the host. The successor FIDR [2] aims to mitigate data movement
overhead by leveraging direct PCle peer-to-peer communications between hardware accelerators.
However, it is still built on top of centralized CPU-based hash table management, thus continuing
to face latency and scalability limitations. Additionally, neither CIDR nor FIDR mentions how
erase requests are supported and the workloads only contain write and read requests. STYX [22]
offloads memory deduplication (ksm) and compression (zswap) from the operating system kernel
to a SmartNIC, i.e., NVIDIA BlueField-2. The pages to be examined are copied to the SmartNIC
memory via RDMA and copied back to CPU memory after processing. However, the memory copy
between the host and the SmartNIC dominates the overall execution and is a major bottleneck for
large data movements. Multes++ [32] implements hardware deduplication logic for key-value pairs
in Parquet files on one FPGA. The requests arrive through a 10Gbps network, then the SHA-256
values are computed by 9 parallel SHA cores. An in-memory Cuckoo hash table is used to index
the hash values, and each key in the hash table stores the pointer to the keys stored in the NVM.

7 Conclusions

StreamDedup is an innovative FPGA-based deduplication system that relocates the deduplication
logic to an independent middleware layer, and leverages FPGA reconfigurability to provide a full
hardware accelerated solution. It combines hardware hash calculation, metadata management,
and Bloom filter techniques to deliver a high performance system, reducing latency by an order
of magnitude compared to traditional software-based methods. This translates to a substantial
improvement in data storage efficiency, a critical need in today’s data-driven world. Our approach
offers a drop-in solution that can be integrated into existing storage systems with minimal effort
due to its compatible interfaces, ensuring versatility and adaptability. It also works at line rate for
modern networks, easily supporting 100 Gbps transmissions, in contrast to previous work.
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