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1 Konfiguration eines PGPnet Clients (Windows) - Screens-
hots

1.1 PGPnet Version 6.5.8
1.1.1 Erzeugen der Schliissel

.9 PGPkeys =] E3

File Edit %iew FEeyz Server Goups Help

ZRAH YL ETER -
K.epz W alidity Truzt | Size Drescription
I I I I
1| | |
| | v

Abbildung 1: neuen Schliissel erzeugen - 1

PGPkeys, nachdem alle vorhandenen Schliissel geléscht wurden.
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Key Generation Wizard

Itv arder far ather people to zend pou secure meszages, you must
generate a key pair.

'our key pair will also be uzed to sign digital documents.

& key pair conziztz of & "Public Key," and a "Private Key." The
public key zhould be given to evemnone pou know [FGF has
facilities to assist in this]. The private key should be kept
absolutely secret.

If you would like more information on what a key pair iz and how
PGP workz, click the Help button, below,

Otherwize, choose MNest to continue.

& ZITtisk: Abbrechen Hilfe

Abbildung 2: neuen Schliissel erzeugen - 2

Erzeugen eines neuen Schliissels - Startlogo
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Key Generation Wizard |

YWhat name and email addreszs should be aszociated with this key
pair’y

By lizting your name and email address here, pau let paur
comespondents know that the key they are using belongs ko pou,

Full narne:

Ifreeswan

Ermail addresz:

freeswan

< Zurtick Weiter Abbrechen Hilfe

Abbildung 3: neuen Schliissel erzeugen - 3

Eingabe der Identifikationsdaten fiir den neuen Schliissel, anhand des hier vergebenen Namens
wird spéter der FreeS/WAN Key extrahiert.
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Key Generation Wizard |

YWhat type of key would vou like to generate? [ you don't know,

it'slrecnmmended that you generate a Diffie-Hellman/D'55 key
pair.

RS54 iz the "old-style' PGF key. Mozt new users of PGP will be
expecting a Diffie-Hellman/D55 key.

If you'd like more information on the differences between the byo
key tppes, press the Help buttan, belaw.

K.en Pair Type
™ Diffie-Hellman/DS5
&+ RS54

< Zurtick Abbrechen Hilfe

Abbildung 4: neuen Schliissel erzeugen - 4

RSA Verschliisselung wihlen.
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Key Generation Wizard

How large a key pair do pou wish to generate’? A a ule, larger
kepsz are more secure, but slower.

— ey Pair Size

% 1024 bits
™ 1536 bits
" 2048 bits

™ Custom (1024 - 2042 bits)

IEEME

]|

< Zurtick Abbrechen Hilfe

Abbildung 5: neuen Schliissel erzeugen - 5

1024 Bit RSA
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Key Generation Wizard |

ol can zet paur key pair to automatically expire within a certain
amount of time.

When pour key pair expirez, pou will no langer be able to uze it for
encrypting or zigning. Howeser, it will =hill decrypt and werify.

Once pou generate pour key pair, pou will not be able to change
itz expiration setting.

K.en Expiration

% Key pair never expires

" Key pair expires on IEE.DE.DE vI

< Zurtick

Abbrechen Hilfe

Abbildung 6: neuen Schliissel erzeugen - 6

Giltigkeit des Schliisselpaares (zu Testzwecken lduft es nie ab)
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Key Generation Wizard |
'our private key will be protected by a pazsphraze. It iz important
that you do not write this pazsphraze down.

'our passphrase should be at least 8 characters long and should
contain non-alphabetic characters.

Pazzphraze; v Hide Typing

Fazzphraze Quality :  [WEE

LConfirmation:

NN

< Zurtick

Abbrechen | Hife |

Abbildung 7: neuen Schliissel erzeugen - 7

Personliches Kennwort (Mantra).
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Key Generation Wizard

PGP iz now generating vour new key pair. On a slow machine,
thiz could take several minutes. Pleasze be patient.

| e ) s ) )

Complete

abbrechen Hilfe

& il

Abbildung 8: neuen Schliissel erzeugen - 8

Generierung des neuen Schliissels abgeschlossen
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Key Generation Wizard

If wou hawe an Intermet connection, we suggest that pow send
noLr few public kep to the server.

This will make it eazy for pour corespondents to get vour key and
communicate with you securely.

If wou don't have an Internet connection, or are not connected
right now, leave "Send my key to the roat server now'
unchecked. “ou can send your key later from within PGRPEeys.

[T Send my key to the root server now

& il Abbrechen Hilfe

Abbildung 9: neuen Schliissel erzeugen - 9

Schliissel nicht an Root-Server schicken, wenn keine eindeutige Identifikation moglich ist!
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Key Generation Wizard |

Congratulations! “ou hawe juzt generated a PGP key pair!

'au will now be able to receive secure meszages and sign
documents.,

If your wizh to gend vour key to the server at a later date, zimply
right click on it in PGPReys, and uze the "Send to" menu item.

Click Finizh below to add your new ke o wour kevringl

< Zurtick Abbrechen Hilfe

Abbildung 10: neuen Schliissel erzeugen - 10

Schliissel in keyring speichern
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1% PGPkeys H[=] E3

File Edit “iew FEeyz Server Groupz Help

Aoz FH
Fepsz W alidity Truzt | Size D'escription
E|G!3 freeswan <freeswan> meew 1024 RS54 key pair
== freeswan <freeswans (e} Uzer 1D
;5?_, freezwan <freeswans RS54 expartable sig
1 |

u E

| 1 key(z] selected |

Abbildung 11: neuen Schliissel erzeugen - 11

Ansicht des neu erzeugten Schliissels in PGPkeys

Ordrer x || Dateiname | Eri:il'iuel Tup
:{j Desktop pubring. pkr 1KE PGP Public K.evring
EI_QJ Arbeitzplatz '@ zechng.skr 1kE PGP Private Feying
- 2y 3.5-Diskette [4:)
freeswan
.[:l papret

Abbildung 12: neuen Schliissel erzeugen - 12

Die Dateien pubring.pkr und secring.pkr im Keyring-Verzeichnis
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1.1.2 Vorhandene Schliissel in PGPnet importieren
1% PGPkeys =] E3
Fil= Edit “iew | Keys Server Groups Help
= | 5 ﬁ r,% SE . [Etil=
Set as MefanbEen Sk
Keps Add ity | Truzt | Size | Dezcription
Enakle
[Mzakle
Hewnke. .
Eewernitin Sigrnatines
Hew Eep .. Ctrl+H
Share St
[mport ... Chrl+bd
Emorh .. Bty
1] Broperties ... 2l | _"I
| 4

Abbildung 13: Schliissel importieren - 1

Meniipunkt Schliissel importieren.
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.2 PGPkeys =10 %]
File Edit “iew FEeyz Server Groupz Help
Select File Containing Key EHE
Suchen in: I 3 pophet j | | [:’Fl | cription
- public key
% pubring. pkr

110
exportable zig

zecning. zkr

D ateiname: Igecringskr Offren

u E

D ateityp: IKE_I,Iring Files [*. phr; * shr; * pgp; * publr; ] j sbbrechen

Abbildung 14: Schliissel importieren - 2

Schliissel withlen (Keyring Files)
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1% PGPkeys H[=] E3

File Edit “iew FEeyz Server Groupz Help

ZxAHg oz FH
Fepsz W alidity Truzt | Size D'escription
= @E' freesuan s aas a0 & 1024 RS54 public key
o o R QD User ID
L L RS54 expaortable sig
w90 pgp Dokl @ mmmm 1024 RS key pai

Set e [efaut

Add J
Enatle

Dizahle

‘ | Heymake, . |

Rewerfy Signatures

1 key(z] zele |

IleA=r~

u E

Abbildung 15: Schliissel importieren - 3

Offentlichen Schliissel von freeswan signieren, und als ,,trusted“ definieren
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17

PGP Sign Key HE|

By zigning the selected user ID[z], vou are certifving based on paur cwn direct first-hand knowledoe that the key(z]
and attached wzer ID[z] actually belong ta the identified user(z].

Before zigning, make sure the key(s] were given to you in a zecure manner by the owner or you have verified the
fingerprint with the owner.

F.enslzer Mame | Fingerprint
C=dfreeswan <freeswan RAEE 93FC 7868 2976 977F ABDE BBCO A373

1| | H

™ illows signature to be exported. Others may rely upon your signature

tare Choices | (] Cancel | Help |

Abbildung 16: Schliissel importieren - 4

Dialog zum signieren des Schliissels
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1% PGPkeys =] E3
File Edt “ew FKewsz Sewer Goupz Help

T gLred sH

Keps | W alidity | Trust | Size Description

B freeswan <freeswars ) s 1024 RS54 public key
@!3 pgpnet <pgpnet: Qg o 1024 RSA key pair

| | ||
| 7

Abbildung 17: Schliissel importieren - 5

Ansicht der komplett importierten Schliissel
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1.1.3 Konfigurieren von PGPnet

Statuz ..
Log...
E it
Help DOptions ...
Options...
Logon ...
25 PGPRet Logfi
5% PGPkeys
2 PGPtools

Current \Window ¥
LClipboard 4

Abbildung 18: Optionen anpassen - 1

Konfiguration von PGPnet (Taskleistensymbol)
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2% PGPnet

File | Wiew Help

S [=] E3

20

o Statuz

1 Hosts

I Address Subnet

.-’-'-.uthentiu:atiu:-nl S, I

— PGPRet
" 0Op & OF

it EEmayEe

[Eamtest

|status - Off

|EI active Sk

Meniipunkt Optionen

Abbildung 19: Optionen anpassen - 2
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Optionz

0d, 07k, O0m v 0d, 01k, 00m
= =
| .

Abbildung 20: Optionen anpassen - 3

Mentipunkt ,, General“
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Optionz

d:sprogrammehpgphPGR Fe wpubring. pl

Abbildung 21: Optionen anpassen - 4

Meniipunkt ,, Authentication*
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Options g |

Generall Authentication  Advanced |

23

— Allowed Bemote Propozals
Cipherz: [T ¥ TripleDES [T Mone
Hashes: W 5Ha-1 v MD5 [T Mone
Diffie-Heflman: v 1024 bit: [ 1536 hits
Compression: [~ LZ5 [T Deflate
— Propozals
IKE | duthentication | Hazh | Cipher | OH e
RSA Signature MDA TripleDES 1024 bits
RS54 Signature SHA TripleDES 1024 bits
Edit |
IPSEC | &H | ESP IFFCF | AEfEE
MNare kD5, TripleDES Maone b i
fione SHA, TripleDES Mone ﬂl
b e [E AT |
Perfect Forward Secrecy ;| 1024 bits j
Drefault Settings
] 4 Abbrechen Hilfe

Abbildung 22: Optionen anpassen - 5

Meniipunkt ,,Advanced*
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1.1.4 Hinzufiigen einer neuen Verbindung

25 PGPnet =]

File “iew Help

Stahyz I Laog Hosts |

Marne Address Subnet Authentication | S8 |
— PGPret
 0Op ¢ Of Edit Hemove [Coires! |
|status : On; uzer logged aoff |EI active Shs o

Abbildung 23: Neue Verbindung anlegen - 1

Hinzufiigen eines neuen IPSEC-Servers
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Host/G ateway EE3
m. 1 .40 01 I

——

dentityTine: —Fl
I 4'

Abbildung 24: Neue Verbindung anlegen - 2

Generelle Einstellungen
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£ PGPnet =]

File “iew Help

Status I Log  Hosts |

MHame Address Subnet Authentication | 5S4
@ apollo 10.1.401

— PGPRet
& 0n ¢ OF E dit Bemove Add Cizconnect

|status : On; uzer logged on |'I active Shs i

Abbildung 25: Neue Verbindung anlegen - 3

Verbindung aktivieren (Connect)
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£ PGPnet =]
File “iew Help

| Log I Haosts I

D estination | Pratacal | E nerption | .-'luthenti-:atiu:unl E spires | b ax. [ata |
10.1.401 ESP TripleDES  HMAL MD& 220801 12:26:45
— PGPret

& 0n ¢ OF Save .. Bemove

|status : On; uzer logged on |'I active Shs i

Abbildung 26: Neue Verbindung anlegen - 4

Verbindung hergestellt
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1.2 PGPnet Version 7.0.3
1.2.1 Vorhandene Schliissel in PGPnet importieren

.2 PGPkeys - 10] x|

File Edit Wiew | Keys Server Groups Help

= | 5 .. [EErl+5
‘ ﬁ Sel A [efault Feps Bl

Keps Add p ity I T rust I Size I D escription
Enable
[Dzatle
Heyake...
Hevent Signatunes
MHew Ken... Chrl+
Styane SElit .
Impart... Ctrl+hd
Enpart.. [Etr{iHE

1 | Eioperties.., [Etr{H |

w =

Abbildung 27: Schliissel importieren - 1

Schliissel importieren
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- 0] x|
g Suchenin I 5 pophet
ke % pubring oyl
— | secring
D ateiname: |secring
D ateityp: K.ewring Files [* pkr; * skr; * pgp; *pubkr; ..] = Abbrechen
N | [ | Poon
| | /

Abbildung 28: Schliissel importieren - 2

Keyring File auswihlen
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pgpnel <pgpnet>

¥ Eratied

—

E4CA FI&E FRDO A15C 4385 BE25 50DH

L Atriysten [rixzted

Abbildung 29: Schliissel importieren - 3

Optionen (Key Properties) - (incl. Hexadezimalem Fingerprint)

30
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12 PGPkeys i =]

File Edt “iew FEeys Serwver Goupz Help

Ay QAT 5H
F.eps YW alidity Truzt | Size Dezcription
F S= TR - e 1024 RS54 legacy public
EHE free: Copy Hzer D
i---é?., f [Easte RS54 exportable sig
=] Ggg pgpne Delete ¥ ] [ 1024 RS54, leqacy key pz
=HET pap 9 Uzer D
ﬂ_, [ Set as Default RS54 exportable sig
&dd J
Enakle
Dizable
Hewoke,.
ll— Rewvernty Signatures | LI
1 kevlz] zelected o | 7

Abbildung 30: Schliissel importieren - 4

FreeS/WAN Public Key signieren
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PGP Sign Key HE|

By zigning the selected user |Dz], vou are certifving based on paur cwn direct first-hand knowledoe that the key(z]
and attached uzer ID[z] actually belong ta the identified user(z].

Before zigning, make sure the key(s] were given to you in a zecure manner by the owner or you have verfied the
fingerprint with the owner.

F.enslzer Mame | Fingerprint
C=dfreeswan <freeswan RAEE 93FC 7865 2976 977F ARDE BBCO A373

1| | H

™ illows signature to be exported. Others may rely upon your signature

tore Choices | ok LCancel | Help |

Abbildung 31: Schliissel importieren - 5

Bestétigung der Unterzeichnung
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.2 PGPkeys - 10] x|
File Edit “iew FEeyz Server Groupz Help
TixLwoired >0
Keps I ' lidity I T rust I Size I D escription
%= freeswan <freeswan: ' [ 1024 RS54 legacy public
@E pgpnet <pgpnet: ¥ . 1024 RS54 legacy key pz

Abbildung 32: Schliissel importieren - 6

Konfigurierte Schliissel
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1.2.2 Konfigurieren von PGPnet

PGPNET ()|
Hide
I Mo hosts -
About PGF....
Status... Help
DOptionz...
Intruders. ..
Log...
EF PGPkeys
2 PGProck
Current Window ¥
LClipboard 3

Abbildung 33: Optionen anpassen - 1

VPN wihlen (Tray-Icon)
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Eile | View Help
Statusz _ |
af  WPN || @ Intruiders | £ Log | PGPNET O
| Intruders
I Log | Address | Subnet | Authentication | 54 |

Eroperties Bemawve Add... [Eammest

gtatuz: On |EI active Sk o

Abbildung 34: Optionen anpassen - 2

Optionen
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PGF Options

Abbildung 35: Optionen anpassen - 3

Optionen - , VPN*
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PGF Options

—

Abbildung 36: Optionen anpassen - 4

Optionen - , VPN Authentication“
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PGF Options

e

RS54 Signature SHA TripleDES
RS54 Signature kMD5 TripleDES

fione SHA, TripleDES
fione MOE, TrpleDES

fa = el ]

Abbildung 37: Optionen anpassen - 5

Optionen - , VPN Advanced*
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1.2.3 Hinzufiigen einer neuen Verbindung

27 PGPnet M=
Fil= “iew Help
| v
o Status R VPN | @ Intruders | E]Log | PGPNET
iz | Address | subnet | suthentication | 54 |

Eraperties EEmaywe

[EanteEs |

|status: On |EI active Sk o

Abbildung 38: Neue Verbindung anlegen - 1

PGPnet Grundfenster
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Abbildung 39: Neue Verbindung anlegen - 2

Neue Verbindung anlegen (Expert Mode)
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Abbildung 40: Neue Verbindung anlegen - 3

Verbindung herstellen (Connect)
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22 PGPnet _ O]
File “iew Help
|
T | @ | @i | D | Y
Destination | Frotocol | Encryption | .ﬁ.uthenticatinnl E xpires | Sent / Rovd |
10.1.401 ESP TripleDES  HMAC SHA 240801 11:3210 R0 KR /570KE
Eraperties Save.. EEmeye
ztatuz: On |'I active Shs o

Abbildung 41: Neue Verbindung anlegen - 4

Verbindung hergestellt (Status)
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